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1. INTRODUCTION

The Personal Data Audit is a record created by Fairfield Parish Council (FPC) to identify

and track all the types of personal information the council collects, why it is collected, how it is
stored, and how long it is kept.

This document helps FPC make sure it is meeting its obligations under data protection law
(such as the UK GDPR) and looks after residents’ and staff’s personal information properly.
The audit includes details like what data is held, who it relates to, who can access it, and what
is done to keep it secure.

This audit was last completed in July 2026.

2. COUNCILLOR CONTACT DETAILS

Data use: For internal contact needs; To provide reasonable adjustments for meeting
attendance and Councillor duties; To share appropriate contact information with residents.
Personal Data (PD) collected: Name, Age (80+), Address, Home phone, mobile phone,
personal email, emergency contact (hame, phone), reasonable adjustments (health data)
Special Category Data (SCD) collected: Health Data

Lawful processing basis: PD - Public Task / SCD - Explicit Consent

Consent obtained to process / share personal data: Yes - Councillors sign contact details
form

How is personal data received: Councillor Contact Details form - filled in and sent via
email / hand delivered

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Email System

Who personal data is shared with: Where explicit consent has been received, contact
data, including home address, phone and email details, are published online and shared
where requested. Where explicit consent has not been received, contact data is only
shared internally with staff if / when required. 3rd party IT support has access to data held
on the Council’s servers.

How personal data is protected: Digital Copies - Council’s IT server - modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption. Council’s mail server - modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/IMIME. Hard Copies - Where
these are received, they are scanned, stored electronically, and then cross-shredded.
How long is it stored: 12 months after a Town Councillors usual date of retirement (i.e. the
end of the following election cycle )

Officer responsibility for deletion: Committee Officer

3. COUNCILLOR EMERGENCY CONTACT DETAILS

Data use: For internal contact needs should an emergency impact a member

Personal Data (PD) collected: Emergency Contact Name, Home phone, Mobile phone
Special Category Data (SCD) collected: None

Lawful processing basis: Vital Interest

Consent obtained to process / share personal data: Yes - Councillors sign contact details
form
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How is personal data received: Councillor Contact Details form - filled in and sent via
email / hand delivered

Where data may be kept (digital / hard copies): Digital Copy - Council IT server, Council
Email System / Hard copy - Committee Officers cabinet

Who personal data is shared with: Emergency contact info is available / shared internally
with staff where required. 3rd party IT support has access to data held on the Council’'s
servers.

How personal data is protected: Digital Copy - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME) / Hard Copy -
Committee Officer’s locked cabinet.

How long is it stored: Collated Councillor Emergency Contact Details List deleted
immediately after retirement / resignation / disqualification as Town Councillor. However,
details retained on Councillor Contact Form.

Officer responsibility for deletion: Committee Officer

4. COUNCILLORS/MEMBERS INTERESTS

Data use: Disclosable Pecuniary Interests collected under Localism Act 2011; Registered
Personal Interested collected under FPC’s Code of Conduct.

Personal Data (PD) collected: Clir & Spouse details - Name, Employment, Sponsorship,
contracts, land, licences, corporate tenancies, securities, membership of other bodies,
signatures

Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of Racial / Ethnic origin, Political opinion, Religious / Philosophical belief,
Trade Union Membership, Sex life / orientation

Lawful processing basis: PD - Legal obligation / SCD - Reasons of substantial public
interest

Consent obtained to process / share personal data: Not required; information required to
be provided under Localism Act 2011 and Council’'s Code of Conduct.

How is personal data received: Councillor Members Interests form - filled in and sent via
email / hand delivered

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Web server, Council Email system / Hard Copies - Committee Officers cabinet

Who personal data is shared with: Central Bedfordshire Council’s Monitoring Officer;
Public - published online (land ownership & signatures redacted)

How personal data is protected: Digital Copies - Council’s IT server modern (fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME), Council’s web server
(encrypted using a modern cipher suite, with firewall and intrusion protection to core files)
/ Hard Copies - Committee Officer’s locked cabinet

How long is it stored: Immediately following a Councillor’s retirement / resignation /
disqualification.

Officer responsibility for deletion: Clerk
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5. COUNCILLOR'S HEAD SHOTS

Data use: To allow members of the public to see / recognise their elected Town
Councillors.

Personal Data (PD) collected: Photograph

Special Category Data (SCD) collected: None

Lawful processing basis: Consent

Consent obtained to process / share personal data: Yes - Councillors sign contact details
form

How is personal data received: Councillors’ headshots are taken on staff member’s
personal mobile phone at a convenient time

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Web server, Council Email system, Staff Member’s personal mobile phone / Hard Copies
- Displayed at Council offices

Who personal data is shared with: Publicly shared online on the Council’s website, via
hard copy publications (i.e. the Herald), and publicly displayed at Council offices.

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME), Council’s web server
(encrypted using a modern cipher suite, with firewall and intrusion protection to core files)
/ Hard Copies - No protection provided.

How long is it stored:

Officer responsibility for deletion: Committee Officer

6. GRANT APPLICATIONS

Data use: To be able to assess applications for organisations and provide payment to
successful applicants

Personal Data (PD) collected: Name, Address, Phone, Email / Community & Annual
Grant Applicants - Contact details (Names, Phone, Email), Signatory Details,

Signatures & Job Titles

Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of Racial / Ethnic origin, Religious / Philosophical belief, Sex life / orientation
Lawful processing basis: PD - Contract / SCD - Explicit Consent

Consent obtained to process / share personal data: Data privacy notice on form, form
signed

How is personal data received: Grant Application Forms - filled in and sent via email /
hand delivered.

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Email system

Who personal data is shared with: Grant Applications - shared with Councillors and public
via website - with individual contact details and signatures redacted. Details of individuals’
names redacted in council report.

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME) / Hard Copies -
scanned, stored electronically, and then cross-shredded.
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How long is it stored: Bank Details deleted once payments made. Application Forms, with
redacted bank details, stored for 7 years, in line with Financial Data.
Officer responsibility for deletion: Clerk

7. BARRIE DACK AWARD NOMINATIONS

Data use: To consider nominees for Barrie Dack Awards; to be able to communicate with
award winners and nominators

Personal Data (PD) collected: Nominees & Nominators Contact Names, Addresses,
Phone numbers, and email addresses.

Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of Racial / Ethnic origin, Political opinion, Religious / Philosophical belief,
Sex life / orientation, Health Data

Lawful processing basis: PD - Consent, Legitimate Interest / SCD - Explicit Consent
Consent obtained to process / share personal data: Yes - for nominators / No - for
nominees; required for element of surprise.

How is personal data received: Barrie Dack Award Nomination Form

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Email System

Who personal data is shared with: Nominators’ / nominee’s names shared with
Councillors in agenda appendix. Winners’ names are shared with companies who provide
/ engrave the awards. Winners’ names and photos are shared publicly after the event, via
the website / social media / press

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME) / Hard Copies - Where
these are received they are scanned, stored electronically, and then cross-shredded /
Agenda Appendix - Nomination forms shared with Councillors via email as a confidential
agenda item (not available to the public) and address, phone and email details are
redacted.

How long is it stored: Winning Nominations - 7 years; Award guidelines indicate winners
should not win an award for the same / similar activities where they have already been
awarded in a previous year. So, details of previous hominations are needed to know the
reasons for previous award wins. / Non-winning nominations - 12 months

Officer responsibility for deletion: Clerk

8. WEBSITE COOKIES / IP ADDRESSES

Data use: Analytic cookies from Google and WordPress Cookies relating to the Members
area

Personal Data (PD) collected: IP Address

Special Category Data (SCD) collected: None

Lawful processing basis: Consent

Consent obtained to process / share personal data: Yes - Cookie pop-up

How is personal data received: Analytic software on website

Where data may be kept (digital / hard copies): Website server

Who personal data is shared with: Clerk only
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How personal data is protected: Council’'s web server - encrypted using a modern cipher
suite, with firewall and intrusion protection to core files.

How long is it stored: The last octet of the IP address is wiped after nine months, which
means there are 254 possibilities for the IP address in question (. 0 and . 255 are
reserved addresses). After 18 months, Google anonymizes the unique cookie data stored
in these logs. Server logs are kept for 18months after which they are destroyed.

Officer responsibility for deletion: Clerk

9. COUNCIL EVENT ATTENDEES (NON-TICKETED)

Data use: To invite and provide information to attendees of Council events.

Personal Data (PD) collected: Name, Address, email, telephone

Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of Racial / Ethnic origin, Political opinion, Religious / Philosophical belief,
Sex life / orientation, Health Data

Lawful processing basis: PD - Legitimate Interest / SCD - Explicit Consent

Consent obtained to process / share personal data: No

How is personal data received: Contact details stored from previous correspondence.
Other information provided during correspondence

Where data may be kept (digital / hard copies): Council IT server. Council Email System
Who personal data is shared with: Internal, staff only

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/IMIME) / Hard Copies - Where
these are received they are scanned, stored electronically, and then cross-shredded.
How long is it stored: 15 months - consent is sought each year for the following year when
contact is made.

Officer responsibility for deletion: Clerk

10. ALLOTMENTS WAITING LIST DETAILS

Data use: To ascertain interest in allotments should these become available.

Personal Data (PD) collected: Name, Address, telephone, email

Special Category Data (SCD) collected: Health data

Lawful processing basis: PD - Contract, Consent / SCD - Explicit Consent

Consent obtained to process / share personal data: Consent obtained via email once
request to be on the waiting list received.

How is personal data received: via email / hand delivered.

Where data may be kept (digital / hard copies): Waiting List spreadsheet held on server.
Who personal data is shared with: Number - total only

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME).

How long is it stored: list will be updated every 24 months if no answer or request received
to remove.

Officer responsibility for deletion: Clerk
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11. COMMUNITY VOLUNTEERS

Data use: To register & correspond with volunteers taking part in the events or
orchard/community gardens work

Personal Data (PD) collected: Name, Organisation/Business/School/Church, Address,
Age (Under 18 / Over 18), telephone number, email address

Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of. Racial / Ethnic origin, Political opinion, Religious / Philosophical belief,
Sex life / orientation, Health Data

Lawful processing basis: PD - Consent / SCD - Explicit Consent

Consent obtained to process / share personal data: Form signed to agree to data being
shared between events working party/councillors.

How is personal data received: Completion of registration of interest form

Where data may be kept (digital / hard copies): Digital Copies - Scanned copies held on
email system, Spreadsheet database kept on server.

Who personal data is shared with: Events Working Party.

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Council’s mail server (modern, fully cyber-compliant mail server with powerful
identity and content protection with SSL encryption and S/MIME) / Hard Copies - Scanned
to server then destroyed through cross cutter shredder.

How long is it stored: As long as volunteer is involved with Council.

Officer responsibility for deletion: Clerk

12. EMPLOYEE PERSONAL DETAILS

Data use: For contract of employment & payment purposes; For enrolment into pension
scheme; For emergency contact in case of accident or injury.

Personal Data (PD) collected: Name, Address, Phone, DoB, NI number, Previous Local
Government service details, Partnership status, emergency contact details, signature,
bank account details, health details

Special Category Data (SCD) collected: Health data

Lawful processing basis: PD - Contract / SCD - Explicit Consent

Consent obtained to process / share personal data: Not required

How is personal data received: Personal Details & New Starter Forms - filled in
electronically and sent via email / hand delivered.

Where data may be kept (digital / hard copies): Digital Copies - Council IT server / Hard
Copies - Locked cabinet

Who personal data is shared with: HMIRC/ Pension scheme; Internally with Chairman,
where required.

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption) / Hard Copies - Locked in cabinet in Council offices; offices accessed via
keycard entry

How long is it stored: 6 years after they leave

Officer responsibility for deletion: Clerk
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13. EMPLOYEE EMPLOYMENT RECORD

Data use: Managing employment & performance.

Personal Data (PD) collected: Annual Leave data, sickness absence record, OH referrals,
salary / pay & PAYE details, 1:1 and appraisal information, training record, HR data (e.g.
disciplinary action, grievance information, etc)

Special Category Data (SCD) collected: Health data

Lawful processing basis: PD - Contract / SCD - Explicit Consent

Consent obtained to process / share personal data: Not required

How is personal data received: Relevant forms & data populated by employee / managers
during employment.

Where data may be kept (digital / hard copies): Digital Copies - Council IT server / Hard
Copies - Locked cabinet

Who personal data is shared with: HMIRC / Pension services; Councillors, where
appropriate.

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption), Information sent to Councillors marked as confidential; full details shared with
Personnel Sub Committee only where required; personal data redacted if there is a need
to share more widely with Councillors; Council’s mail server (modern, fully cyber-
compliant mail server with powerful identity and content protection with SSL encryption
and S/MIME) / Hard Copies - Locked in cabinet in Council offices; offices accessed via
keycard entry; Information provided to Councillors via hard copy, where appropriate,
marked as confidential and on yellow paper; Councillors asked to shred or return to the
office for shredding.

How long is it stored: 6 years after they leave

Officer responsibility for deletion: Clerk

14. JOB APPLICATIONS / CVS

Data use: To appoint new staff; to make reasonable adjustments for interview process
Personal Data (PD) collected: Name, address, telephone number, email, work history,
criminal record data, health data (reasonable adjustments)

Special Category Data (SCD) collected: Health Data, Criminal Data

Lawful processing basis: PD - Consent / SCD - Explicit Consent

Consent obtained to process / share personal data: Yes - signed on application

How is personal data received: Application Form / CV

Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Email system / Hard Copies - Locked cabinet

Who personal data is shared with: Internally with staff; With Councillors, where Council
appoint to specific posts

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption); Information sent to Councillors marked as confidential; full details shared only
where required; Council’s mail server (modern, fully cyber-compliant mail server with
powerful identity and content protection with SSL encryption and S/MIME) / Hard Copies -
Locked in cabinet in Council offices; offices accessed via keycard entry; Information
provided to Councillors via hard copy, where appropriate, marked as confidential and on
yellow paper; Councillors asked to shred or return to the office for shredding.
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How long is it stored: Successful Applicants - For duration of employment / Unsuccessful
Applicants - For 6 months after interview
Officer responsibility for deletion: Clerk

15. MEMORIAL BENCH / TREE / PLAQUE APPLICATIONS

Data use: In order to arrange for the provision of a memorial plaque / tree / bench
Personal Data (PD) collected: Name, address, telephone number, email, organisation (for
trees / plaques)

Special Category Data (SCD) collected: None

Lawful processing basis: Contract

Consent obtained to process / share personal data: Not required

How is personal data received: Application form

Where data may be kept (digital / hard copies): Digital Copies - Council Email system
(where sent via email) / Hard Copies - Kept in folder on Administrative Assistants desk.
Who personal data is shared with: Internally with staff

How personal data is protected: Digital Copies - Council’s mail server (modern, fully
cyber-compliant mail server with powerful identity and content protection with SSL
encryption and S/MIME) / Hard Copies - Locked in cabinet in Council offices; offices
accessed via keycard entry.

How long is it stored: Forever - plaques remain for 10 years.

Officer responsibility for deletion: Clerk

16 INDIVIDUALS' BANK DETAILS

17.

Data use: To provide deposit refunds / grant payments / expenses / staff pay

Personal Data (PD) collected: Account Holder's Name, bank account details

Special Category Data (SCD) collected: None

Lawful processing basis: Contract

Consent obtained to process / share personal data: Not required

How is personal data received: BACS Form / Employment details / Grant application
Where data may be kept (digital / hard copies): Digital Copies - Council IT server, Council
Email system / Hard Copies - Kept in folder in locked cabinet in office.

Who personal data is shared with: Internally with staff; Externally with Councillors where
payment authorisation is required

How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption); Information sent to Councillors marked as confidential; full details shared only
where required; Council’s mail server (modern, fully cyber-compliant mail server with
powerful identity and content protection with SSL encryption and S/MIME) / Hard Copies -
Locked in cabinet in Council offices; offices accessed via keycard entry.

How long is it stored: 7 years after year of payment

Officer responsibility for deletion: Clerk

INDIVIDUALS' IMAGES & AUDIO (VIDEO / PHOTOGRAPHY)

Data use: To publicise / report on Council run events and public meetings;
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« Personal Data (PD) collected: Individual’'s image & audio

« Special Category Data (SCD) collected: Other data which might lead someone to infer or
guess details of. Racial / Ethnic origin, Political opinion, Religious / Philosophical belief,
Health Data, Trade Union Membership, Sex life / orientation

« Lawful processing basis: PD - Necessary for legitimate interest / SCD - Made public by
the data subject by virtue of being visible / audible

« Consent obtained to process / share personal data: Not required

« How is personal data received: Filming / photography taking place at public events and
meetings

« Where data may be kept (digital / hard copies): On Council IT systems and social media.

« Who personal data is shared with: Publicly available

o How personal data is protected: Notices put up and / or statement read out advising
individuals of filming / photography taking place.

« How long is it stored: As long as published

« Officer responsibility for deletion: Clerk when requested.

18. ACCIDENT REPORTS

« Data use: To comply with legal obligation to record accidents and injuries which take

place in the workplace

Personal Data (PD) collected: Names and addresses

Special Category Data (SCD) collected: Health details (injuries sustained)

Lawful processing basis: Legal obligation

Consent obtained to process / share personal data: Not required

How is personal data received: Data sourced from individual injured at time of accident

Where data may be kept (digital / hard copies): Digital Copies - Council IT server / Hard

Copies - Locked cabinet

« Who personal data is shared with: Staff internal only, Health & Safety Executive (where
legally required)

« How personal data is protected: Digital Copies - Council’s IT server (modern, fully cyber-
compliant server with powerful security features and industry standard AES0256
encryption) / Hard Copies - Locked in cabinet in Council offices; offices accessed via
keycard entry.

« Howlongis it stored: 7 years

« Officer responsibility for deletion: Clerk
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